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Why Are Security Guard Job Seekers in Delhi NCR Getting Scammed?

A UX research study examining fraudulent recruitment patterns on the Job Hai platform, focused on Delhi & NCR region — for job seekers

who have basic smartphone literacy but limited experience with digital job portals.

Research scope

Delhi, Gurgaon, Noida, Faridabad, Ghaziabad

Category focus

Security Guard

Data source

Blacklisted Recruiter Dataset + Play Store Reviews

Prepared by

Parth Anand · Job Hai

▶ Region: Delhi NCR only ▶ Category: Security Guard ▶ 249 blacklisted recruiters in NCR ▶ 121 of them posted fake Security Guard jobs
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01 — Executive Summary

The Short Version
Job Hai is used by lakhs of blue collar workers across India to find jobs. Many of these users are not very 
comfortable reading English, don't know how to verify a company online, and are applying for jobs because 
they genuinely need income. (Sometimes Urgently)

This creates a perfect situation for fraudsters to take advantage.

Looking at our database of blacklisted recruiters, the platform has already caught and removed, the 
question arises: Why in Delhi NCR is the fraud happening the most? And in which job category?

The clear answer was : Security Guard jobs.

121
blacklisted recruiters in 

NCR posted fake

Security Guard jobs

653
fake Security Guard job

postings across Delhi


NCR

#1
most fraudulent


category in NCR by

recruiter count

249
total blacklisted


recruiters in NCR across

all categories

That means 

fraudulent recruiters. Security Guard had 121.
jobs. No other category even comes close, the next category, Back Office / Data Entry, had 68 unique

nearly half (49%) of all blacklisted recruiters in Delhi NCR were posting Security Guard

This report explains why this is happening, who is being hurt, what the scam looks like from the job seeker's 
perspective, what problems in our app are making it easier for fraudsters, and what we can do about it.

02 — Why  This Category

Why Security Guard Jobs Attract the Most Fraudsters
Before we go deeper, it's important to understand why this specific job category is so attractive to 
scammers. It's not random.

Blacklisted recruiters in Delhi NCR — by job category

Most fraud-prone High fraud Moderate

Here's why scammers love this category:

01
Massive, constant demand

Delhi NCR has thousands of housing societies, malls,

offices, and construction sites, all needing security

guards constantly. Job seekers for this role always

exist in large numbers.

02
Uniform and deposit culture

Security guard jobs genuinely require a uniform.

Scammers exploit this by saying "pay ₹1,500–₹3,000

for your uniform" before joining. The victim thinks it's

normal. It's not.

03
Low barrier to fake a company

Names like "RD Security Services" or "SLV Guard

Solutions" sound completely legitimate. There are

thousands of real small security firms in Delhi,

making it easy to blend in.

04
Applicants can't easily verify

A security guard job seeker doesn't have the tools or

habit of Googling a company, checking GST

numbers, or looking up MCA registration. They trust

the job listing.

Fake Security Guard job posts by NCR city

Delhi alone accounts for 402 out of 653 fake Security Guard job posts — that's 62% of all fake


listings in this category, just from one city. This is the epicentre.

03  — Target Group

Who Exactly Is Getting Hurt Here
We need to be specific about who our users are in this segment. This isn't an abstract group. These are real 
people with specific characteristics that make them vulnerable.

RS
Ramesh Singh, 28
Migrant from UP, living in Uttam Nagar, Delhi. Looking for a Security Guard job.

10th pass from Hindi medium school Can read Hindi, understands basic English words

First smartphone: 2021 Uses WhatsApp daily Never verified a company online Desperate for income

MK
Mukesh Kumar, 34
Ex-factory worker from Ghaziabad. Lost his last job 2 months ago. Applying for Security Guard

roles.

8th pass Reads Devanagari script only Uses Job Hai app in "Thoda English/Hinglish" mode

Has no savings buffer Family pressure to find work fast Will pay if it means getting selected

The target group for this research: Male job seekers, aged 22–45, based in Delhi NCR, who can

understand a little English but primarily use the app in Hindi or mixed language mode. They have basic

smartphone skills (can call, WhatsApp, and use apps) but no experience verifying digital identities of

companies. They are applying for Security Guard roles out of genuine need, often urgently.

What makes this group vulnerable (not their fault)

These are not careless people. They're simply operating in a system that wasn't designed with their 
needs in mind. Specifically:

Vulnerabil ity  1

"If someone is calling me for a job, they must be

real. Why would someone waste their time

calling me if they're fake?"

Vulnerabil ity  2

"The app showed me this job. So the app must

have checked it. Why would the app show me

something fake?"

Vulnerabil ity  3

"I've heard security companies charge for

uniform. ₹1,500 is not much. If I get the job I'll

earn it back in two days."

Vulnerabil ity  4

"I don't know how to check if a company is

registered. I don't even know what MCA or GST

is."

04 — Data Find ings

What the Numbers Tell Us
What the blacklisted recruiter data actually shows us. All findings below are filtered for Delhi NCR only, 

Security Guard category.

City

Delhi

Gurgaon

Faridabad

Noida

Ghaziabad

Blacklisted Recruiters

70

34

6

8

3

Fake Job Posts

402

145

58

34

14

Avg Posts per Recruiter

5.4

4.3

9.7

4.3

4.7

Interesting pattern: Each blacklisted recruiter posted an average of 5–7 fake Security Guard jobs before


getting caught. This means each fraudster was able to scam multiple job seekers before the platform


acted. The question is — why did it take so long to catch them?

Company name mismatch — a red flag hiding in plain sight

We found 26 cases in the NCR Security Guard data alone where the company name entered by the 
recruiter didn't match the verified/cleaned company name in our system. These are cases where someone 
either misrepresented their company or used a company name that didn't exist.

For example: A recruiter registered under company name "TWOSS" whose actual registered company was 
"SAGAR INTIMATE CARS" — a car dealership that has zero business running a security agency. They posted 
21 fake Security Guard jobs in Faridabad.

This is a critical signal. When a company's name doesn't match what they're registered as, especially

when they're posting jobs in categories unrelated to their actual business , that's a strong indicator of

fraud. Our app currently doesn't surface this mismatch to the job seeker in any visible way.

Volume abuse — posting many jobs quickly

Some of the worst offenders weren't just posting one or two fake listings. They were bulk posting. One 
recruiter (Rakesh, CHANDANI ENTERPRISES, Delhi) posted 27 fake Security Guard jobs. Another (Aarti Shukla, 
Faridabad) posted 21. The app allowed this without triggering any visible alert to users.

05  — User Journey

How the Scam Actually Plays Out — Step by Step
This is the most important section for design decisions. I’ve mapped out the actual user journey of a 
job seeker who gets scammed. This is based on real reviews on the Play Store, public complaints, & 
the patterns visible in our data.

1 Job seeker opens Job Hai app and searches for Security Guard
The user sees multiple listings. Some are real. Some are fake. They look identical. Both show a company

name, a salary, and a location. There's no visual difference between a verified recruiter and a blacklisted

one (before they get caught).

2 User clicks "Call HR" on a fraudulent listing
The app connects them directly. The fraudster answers in a professional tone, says the company name,

and sounds like a real HR person. The job seeker has no way to know this person isn't legitimate. The salary

mentioned — typically ₹12,000–₹18,000/month — sounds accurate for the role.

3 They're "selected" — and asked to come for an interview warning zone

The fraudster says "You sound suitable, come for an interview tomorrow." The location given is often a

random address in an industrial area, a shared office space, or an area the job seeker doesn't know well.

Everything still feels real at this point. Urgency is created: "We have only 2 slots left today."

4 The payment request is introduced warning zone

At this stage — either on the call or when the person reaches the interview location — they're told: "We need

₹1,500 for your uniform" or "₹2,500 refundable security deposit" or "₹1,000 for background verification." For a

Security Guard job, this feels plausible because uniforms are genuinely part of the job. The job seeker pays,

often in cash or via UPI to a personal number.

5 The scam completes fraud confirmed

After payment, one of two things happens: (a) The "HR" stops responding. Calls go unanswered. No job ever


materialises. Or (b) They ask for more money — "sir, there's a ₹500 ID card charge too." Once the victim

resists, all communication stops. The job seeker has lost money, wasted travel time, and has no recourse

they know about.

6 Victim doesn't report — and the cycle continues
Most victims don't report. They don't know how to use the in-app report feature (it's not prominent). Many

don't even realise they should report to the app — they think, this is something to report to the police, which

feels too difficult. The fraudulent recruiter remains active and scams more people.

"Twice, I traveled to the other side of the city only to find out it was

a scam. The app needs much better verification for recruiters."
— Real review on Job Hai, Google Play Store

"Firstly I was selected through an interview and then they told me I

should pay for Pg and for medical checkup... then for uniform...

when I denied and requested a refund, they said they don't have a

refund policy."
— Real user complaint, Quora (2023)

06 — App Analysis

What's Currently Broken in the Job Hai App
Looking at the Job Hai app with fresh eyes, specifically imagining from the perspective of Ramesh or Mukesh, 

the job seekers I described earlier. Here's what I found.

Things the app does well

The app does offer Hindi + "Thoda English/Hinglish" language modes. It lets users call the HR directly. It has a 
45+ category structure with city filters. Job Hai's own website states they manually verify jobs and remove

anyone who asks for money. Our team clearly intends to be a safe platform.

Where the app is letting users down

A
Job listing page looks the same for all

recruiters

A freshly registered recruiter with zero history looks

identical to a long-standing, verified employer.

There's no "trust signal" — no badge, no verification

tick, no age of the account — that a low literacy

user can understand at a glance.

B
No visible warning before calling an unverified

recruiter

When a user taps "Call HR," they're directly

connected. There's no prompt that says "This

recruiter is new and unverified. Never pay for a job."

The most dangerous moment in the user journey

has zero protection.

C
The "report" button is hard to find after the fact

After a user is scammed and wants to report, the

reporting feature isn't obviously placed. Victims

have gone to Quora and complaint sites instead of

reporting within the app — meaning fraudsters stay

active longer.

D
No "never pay for a job" education at the right

moment

Our app's own website says it never promotes

recruiters who ask for money — but this message

doesn't appear at the moment of risk : when the user

is about to call an unverified recruiter, or has just

had a call.

E
Company name mismatch is invisible to users

As our data shows, many fraudulent recruiters

register under one company name but are actually

associated with a completely different business.

Users see only the name entered by the recruiter —

not any verification layer.

F
Bulk posting by a single recruiter triggers no

visible flag

One person posting 27 Security Guard jobs in a short

period should be a red flag. The platform catches it

eventually (hence the blacklist) but not before

multiple users have already been scammed.

07  — Problem  Def in it ion

The Real Problems We Need to Solve

Here are the core, root problems. Not symptoms, but the actual reasons these frauds keep happening. 
I've written them as clear problem statements so we agree on what we're solving.

P4

P5

P3

P2

P1 Job seekers have no way to tell a safe recruiter from a dangerous one

When every job listing looks the same, trust falls entirely on the user's instinct. But our users - first time app

users, low income, low literacy - have no reference point for what a "safe" listing looks like vs a "fake" one. The

app gives them no signals. This is the root cause of everything else.

The most dangerous moment (calling an unverified recruiter) has zero protection

The moment a user taps "Call HR" on a fraudulent listing, the scam begins. From that moment, the user is

talking to the fraudster on the phone, and our app is no longer in the picture. We have zero presence in that

critical window. There's no nudge, no reminder, no warning — nothing. We disappear exactly when we're

needed most.

Users don't know that paying for a job is always a scam

Our target users - especially those seeking Security Guard roles, genuinely believe that paying for a uniform

or a security deposit is normal. They don't have the context that "a real employer never asks for money before

hiring you." This knowledge gap is what makes the scam believable. The app does nothing to build this

understanding before it's too late.

Reporting is too hard, so fraudsters stay active too long

Even users who know they've been scammed don't report it in the app. The report mechanism is not visible

enough, not simple enough, and doesn't feel "official" enough for someone who thinks they need to go to the

police. This means fraudsters keep operating and keep scamming new users until the platform's own detection

catches up, which takes time.

The Security Guard category has unique scam triggers the app doesn't address

Security Guard jobs come with real-world context that scammers exploit : uniforms are expected, physical

offices are expected, security deposits sound normal. Our app treats this category exactly like "Data Entry" or

"Driver." The unique vulnerability of this category needs category specific UX responses - not a one-size-fits-all 
approach.

08  — Design  Direction

"How Might We" Questions to Guide Solutions

We can use these questions to frame the design challenge in a way that opens up creative solutions. 
They're not solutions themselves, they're the right questions to ask before we jumping to wireframes.

HMW help a user who reads Hindi, understand that a recruiter is "new and unverified" — without using the


word "unverified"?

HMW make the message "never pay for a job" feel personal and real to Ramesh, not like legal fine print?

HMW be present in the conversation between the job seeker and the fraudster, even after the user has

left the app?

HMW make reporting a scam feel as easy as sending a WhatsApp message?

HMW show job seekers that a company is "real" in a way they can understand without needing to Google


anything?

HMW use the Security Guard category specifically to add extra protection that other categories don't have?

09 — Recommendations

What We Should Fix — Prioritised
These are some design recommendation, not engineering requirements. These are ordered 
by impact. The first two can be done immediately (in my opinion).

R4

We can show a visible trust tier on every job listing card

Every job listing should show the recruiter's verification status visually — not with English text like "Verified" but

with something a low literacy user understands. A green shield icon vs a grey shield. A "check ho gaya/ चक हो 
गया "(verified in Hindi) badge vs no badge. The difference should be immediately visible on the listing card 
itself, before the user even opens it. This directly addresses Problem 1.

We can add a safety nudge right before the user calls an unverified recruiter

When a user taps "Call HR" on a listing from a new or unverified recruiter, a short VO plays/or a display - in Hindi 
- that says something like: "याद रखो, कोई भी असली क पनी जॉब क  लिए पस नहीं मागती। यनिफा, डिपॉज़िट, या ट्रनिग क  
लिए पस दन स मना करो। ." (Translation: "Remember: No real company asks for money for a job. Refuse payment 

for uniform, deposit, or training.") This should be brief, in plain language, and dismissible with one tap. This 
directly addresses Problem 2 and 3.

Create a "Security Guard job seeker" education card inside the category

When a user opens the Security Guard category, show a pinned card at the top - a short, icon-driven guide

that says: "Real security companies give you a uniform. They do NOT ask you to pay for it before you join." This

isn't a pop-up. It's a persistent card they can scroll past. Over time, it will build awareness.

Make reporting a scam as simple as one tap + one line of text

After a user has called a recruiter, we show a "Was this call useful?" prompt. One option: "Unhone paise 
maange" (They asked for money). Tapping this should immediately flag the recruiter and send a WhatsApp 
message to the user confirming the report has been received. (Builds user trust with App) No English form. No 5 
steps. JUST One tap. This directly addresses Problem 4, and starts catching fraudsters faster.

Flag company name mismatches in the recruiter review process

Internally (not for users to see), when a recruiter's entered company name doesn't match their

registered/verified company, we flag it for manual review before their listing goes live. Our data shows this is

already a detectable pattern. Building it into the pre-publication check would prevent many fraudulent listings

from ever appearing. This addresses the systemic side of Problem 1.

R5

R3

R2

R1

What success looks like: Six months after these changes, we should see a measurable drop in

blacklisted recruiter count in the Security Guard category for Delhi NCR, fewer Play Store reviews

mentioning payment requests, and an increase in in-app fraud reports (which means people are using

the feature, not that fraud is rising). These are trackable metrics.

Closing  Note

Why This Matters Beyond the Numbers

A person like Ramesh or Mukesh doesn't lose ₹1,500 that way. For them, that could be their entire daily wage 
for a week. It could be money borrowed from a relative. It could set them back months.

These users came to our app because they trusted us to show them real opportunities. When a fraudster 
scams them through our platform, that trust is broken - not in the company/fraudster, but in Job Hai. We 
are the interface they interacted with. We are the platform they relied on.

This research is not just about reducing fraud statistics. It's about making Job Hai the platform where a 
security guard job seeker from Uttam Nagar, Delhi, can search for work without fear. That's entirely within 
our power to do. This report shows us where we can start.
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